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I.Abstract
With the rapid acceleration of quantum development, there is a need for deployable low-cost
modules to perform quantum entanglement in the harshest of environments. The most commonly
found system to create quantum-entangled particles is through the use of spontaneous parametric
down-conversion. This process utilizes fragile nonlinear optic that when used in extreme
conditions have tendencies to fail. When coupled with the scarce availability, large weight, and
the excessive size of the remaining components to perform a quantum entanglement experiment,
it can be difficult to assemble a successful test under strenuous conditions. This project entails
the development of a small-form factor optimized quantum entanglement transceiver unit that is
built for the toughest of environments to perform quantum key distribution. The system
conceptualized is able to generate, transmit, and receive quantum-entangled photons in space.
The major challenges include the protection of the nonlinear optics, detection and failure modes
of the quantum phenomena, and coincidence detection under stress. The housing design is built
to withstand extreme thermal cycling, impact shock, and resonance modes experienced during
launch. The concept was designed in SolidWorks with extensive advanced modeling techniques
to ensure a precision based housing was modeled. The result is a payload that is manufactured to
survive in space while perfonning bi-photon entanglement. This design is a completely unique
path when compared against alternative options, as it entails a platform that has a form factor for
use in a myriad of missions. Altogether, the engineering design encompasses the complete
concept implementation of a quantum entanglement system for use in the unforgiving
environment of space.
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2. Introduction
The concept of quantum entanglement was first coined in a letter by Schrodinger to Einstein
in 1935. Ever since then, the race has been on to exploit the impossible properties of the physics
defying phenomena. There have been many breakthroughs over the years including the discovery
that photons created in an instantaneous event have shared properties even when split across
space-time itself. To exploit this entangled state, equipment has been designed over the years to
transmit spatially separate coherent photons and read their states, knowing the polarization of the
opposite photon at a distance. With the increase of technological breakthrougl}s in the recent
years, there has been an increased interest in utilizing these properties for new security schemes.
The method to achieve this is known as Quantum Key Distribution (QKD), which utilizes the
random nature of photon entanglement to ensure that information is encrypted with unique states.
When one of the photons in a pair is measured, the matching photon disappears instantaneously,
which causes the user to know if their signal line is being eavesdropped on, making it impossible
to listen in on a quantum-linked channel. With the resurgence of interest in the topic, this leads
into the background of why this project came to exist and the importance it holds in the future
security of the United States of America.

2.1

Background

This project has its roots in the first semester of senior design in the spring semester of 2019.
The research concept came forth in the mission design section of the class. The original scope of
the class portion pertaining to quantum theory was to research and identify all possible methods
of quantum entanglement and the various environmental conditions that the future devices would
face. This class project was sponsored by the U.S. Army Space and Missile Defense Command
(SMDC) as a part of a mission to send to the International Space Station (ISS). At the time,
potential challenges were being identified and the UAH senior design team was instrumental in
providing research data. The mission was to implement a QKD link between two payloads on the
STP-H7 payload bay of the Japan module to test how extreme environments affect the design of
hardware for quantum encryption. However, since then, there has been issues with supplier
qualification for the hardware and the need arose to design a completely new concept that is
ready to take on the demanding environment of space.
4

2.2 Objectives
To take on the challenges of designing a from scratch quantum entanglement device, a few
goals were set out for the concept. The first objective was to develop a space efficient chain of
optics that produces a quantum entangled photon pair that can be transmitted across space and
received by another station. The design must be space efficient and contain the necessary
electronics for the system to operate. The primary goal of the project is to produce a quantum
entanglement payload that is designed to perform in extreme environmental conditions in a
compact package.

3. Concept Design
3 .1

Theory of Operation

The first step was to establish complete characterization of the optical path that would
produce the entangled photons. It was immediately decided that making a device that could act
as both a photon emitter and receiver would be ideal. This would allow for the path of encryption
to change based on the situation between the two payloads. It also provides redundancy when it
is critical that the encryption channel remain open. Another benefit is the fact that both payloads
at a distance can be identical, allowing for a lower cost in production as only one design is
needed. The transmitter optical concept was created as shown below in Figure 1.
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Figure 1: Transmitter Optical Chain with Support Electronics
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The laser produces a pump beam centered at a wavelength of 405run which is cleaned up by
passing through a bandpass filter and half wave plate. The beam is then split by a beam splitter
and fed into two Periodically Poled Potassium Titanyl Phosphate (PPKTP) crystals. These
nonlinear optical crystals produce each produce an entangled photon pair through Type-II
spontaneous parametric down conversion (SPDC). The crystal structure is temperature and
vibration sensitive, leading to the need to control the envirorunent directly around them. This is
achieved by a heating blanket encapsulated in optical potting adhesive around the crystal. This is
discussed with greater detail in the thermal considerations section. The heating blanket has the
crystal maintained by a temperature control circuit. Once the newly entangled photons leave the
PPKTP crystals at 81 0run they are still surrounded by the pump photons at 405nm. These are
discarded through the use of a Dichroic Mirror, which selectively lets through the 405nm
wavelength. The entangled pairs then cross at a polarized beam splitter and one half of each
entangled photon pair is mixed with the other set. One set of these entangled photons is kept
locally to be read based on the configuration desired in the final design to decide the encoding
setup. The photons are read by an avalanche photodiode in geiger mode, which is activated by
the support electronics. A digital signal processing (DSP) circuit then reads if a coincidence
event occurs and registers that for later analysis. The other half of the entangled set is sent across
free space to be received by the mirror payload. The receiver optical implementation can be
observed below in Figure 2.
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Figure 2: Receiver Optical Chain with Support Electronics
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The receiver has a lens that collimates the incoming dual-photon pair into a focused beam
that enters a beam splitter. This 50/50 uncertainty decides the path that each photon will take.
One path leaves the photon unaltered, keeping its polarization state that was transmitted from the
source. If the photon goes down the opposite path, it has its polarization rotated 90° with a half
wave plate. Each set of paths includes a single photon detection circuit with digital coincidence
detection circuit as seen in the transmitter portion. These optical and electrical chains
successfully entangle photons and can detect coincidence events for use in quantum key
distribution.

3 .2 Optical System Chain
The next step was to determine the appropriate optical components to perform the
entanglement in the payload. It was determined that 5mm optics would be used throughout as
they provided the optimal size versus fragility ratio. One of the major concerns was that the
chain of optics needed to be contained within a reasonably sized housing that would fit in space
constrained environments. To achieve this a limit of a I 0cm x I 0cm x 2.5cm housing constraint
was set to ensure that the result was optimized for space efficiency. The result of this optical
alignment characterization for the transmitter and receiver can be seen respectively in Figure 3
and Figure 4.
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Figure 3: Transmitter Optical Chain Implementation
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Figure 4: Receiver Optical Chain Implementation

3 .3

Optical Housing

To contain the optical chain, several design decisions were outlined with respect to fidelity
and quantum error rate of the encryption. It is known that one of the dangers of housing optics is
the chance of damage to the optics in transit and operation. To help alleviate these concerns a
monolithic housing was designed out of solid 2024-T6 aluminum as shown in Figure 5.

Figure 5: Optical Housing Chamber
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The interior of the optical chamber is coated with Acktar Magic Black™ light absorbing 35 µm thick coating. This helps reduce any nonintentional reflections internally and is used to
provide a soft velvety cushion for the optical components to press against. This conformance is
coupled with the use of Master Bond EP37-3FLF optically clear epoxy to bond the optical
surface to the chamber walls. Specialized channels were added next to each component slot that
allows the glue to have a cavity alongside each optic. This allows for vibration isolation to occur
as the epoxy acts as a damper in the system. If the quantum entanglement transceiver was to be
used in an incredibly challenging environment such as deep space in a future revision, the whole
chamber could be potted with the clear epoxy. The reason this is not recommended for mission's
closer to earth is due to the fact this would reduce the quantum efficiency of the system. The
chamber lid has cutouts as seen in Figure 6 to tightly clamp down on the optics when the optical
system is sealed. Each cutout has the clear epoxy applied before being torqued down with 0-80
countersunk screws. The clear epoxy adheres well to all surfaces but has excellent removability
if an optical component needs to be changed out for any reason.

Figure 6: Optical Chamber lids

3.4 Electronics
To support the complex optical array, an equally impressive electrical backend needed to be
conceptualized to support it. One of the major considerations is the limited amount of space
available for the Printed Circuit Board (PCB) to hold the wide array of electronics needed. The
first decision was to pick an appropriate processor to handle the computationally challenging
coincidence detection. A space-grade Xilinx Virtex-4QV Field Programmable Gate Array
9

(FPGA) was chosen for the task with over 55,000 logic cells to enable detection of coincidence
events with minimal latency. With an FPGA design, there is a lot of support circuitry needed,
however most are passive components such as SMD resistors and capacitors. Since this design is
just talcing into account the approximate electronics needed for this transceiver system, the
passives were omitted from the board modeling, however a large space on both sides of the PCB
was left to accommodate for this when the board is eventually laid out. FPGA's are known to
require a specific set of voltages and an Anaren MSK525IH with two Anaren MSK5102H were
chosen to regulate down the incoming system voltages for clean reliable power. The FPGA also
needs memory as the system on chip (SoC) does not include it. SDRAM and Flash Memory
chips, DDC 97D2H8G64 and Atmel AT69 l 70F respectively, were chosen in rad-hardened
packaging to ensure that the FPGA always had reliable memory to store the coincidence events
ensuring safe encryption.
To drive the avalanche photodiodes in geiger mode, Hamamatsu S12060-10's, their
breakdown voltage must be exceeded to increase sensitivity of their detector. To achieve this a
300V high voltage DC-DC step-up convertor, an XP Power A03P-12T, was chosen in a single
package that could take system level voltages and boost them up to the proper voltage for the
avalanche photodiodes. A digital potentiometer, an Analog Devices AD5292SRUZ-20-EP, was
paired with the high voltage supply, that allows for the voltage to be changed from 0-300V with
an adjustment in resistance. This comes in handy since varying environmental conditions can
alter the breakdown voltage, allowing for the system to dynamically calibrate the avalanche
diodes for optimal single photon detection. An appropriately matched driver with power
transistor, Intersil ISL73040SEH and ISL 73040SEH respectively, were paired with each
avalanche photodiode to ensure that the FPGA could reliably control their switching.
The laser, arguably one of the most critical components chosen was the 120mW 405nm
Nichia NDV4316-E laser diode. This is driven by a constant current IC, the TI TPS92611-Ql,
which provides more than an ample amount of power for the laser diode to operate efficiently. A
connector was then finally selected to be an Omnetics A29100-037 that provides more than
enough pins for all the signals and power that the device would need for operation. All of this
circuitry combined forms the following PCB as showcased in Figure 7.
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Figure 7: PCB: Top Side (Left) and Bottom Side (Right)

3.5 Thermal Considerations
With temperature extremes from -130 to 130 °C across the space station, temperature cycling
was a concern for the design [l]. The first consideration was to get the heat power out of the
FPGA and power transistor logic into the chassis. Thermal Interface Material (TIM) was decided
to be attached to the heat spreader on the chips. Laird Technologies Tflex HD700 was chosen
due to its excellent thermal conductivity and conformance to surface roughness. This added an
extra layer of vibration isolation for the PCBs critical components since they were attached
directly to the aluminum housing through the TIM as shown in Figure 8.

Figure 8: TIM Installation in Housing
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Since the FPGA's power requirements could vary drastically from 20-200 Watts, a heatsink
was integrated into the lid of the housing for effective radiative decoupling of the heat from the
payload itself. This design can be observed below in Figure 9.

Figure 9: Heatsinking Lid for Housing

The PPKTP crystal was of particular concern, since it has to be maintained within a fairly
tight temperature range to obtain optimal quantum efficiency. To achieve this a specialized
process was developed to encapsulate the crystal. First, a Platinum Resistance Temperature
Detector (RTD) array was placed onto a DuPont™ Kapton® B polyimide film. The RTDs can
measure temperature through their resistance change over the temperature gradient. The
calibration tables correlate this resistance value to an estimated temperature, allowing precision
measurement of localized temperature across the crystal's surface. Most heat will sink out into
the monolithic aluminum structure, allowing for natural cooling. When the surface of the crystal
needs to be heated, the resistive RTD's can be driven as a resistive heater instead, allowing for
them to precisely heat the surface of the crystal where it is needed. This dual-functionally is
critical in the tight space to maintain s4ch a narrow temperature band. The crystal is then potted
in the same Master Bond EP37-3FLF optical epoxy to structurally isolate the crystal and
electronics from vibration and shock. The resulting monolithic assembly is shown in Figure 10.
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Figure 10: Encapsulated PPKTP Crystal with
Kapton® Heating Blanket

The connection to the flex PCB is fed through a narrow channel towards the outside of the
optical chamber and plugged into the PCB for control by a specialized RTC IC, the Maxim
MAX31865. This IC chooses which signals to drive through a digital switch, the Maxim
MAX4968ECM, that is located in the signal path. The cabling route through the housing can be
seen in Figure 11 as pictured below.

Figure 11: Cable Routing from PPKTP Crystal Assembly to
PCB through Channels in the Housing
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It was decided that a comprehensive thermal analysis would not be undertaken, since the
actual positioning of the payload on the ISS, rocket, or satellite was not known and this
determines if the transceiver is in direct line of sunlight and various other varying thermal
conditions. However, everything was done to ensure that the most thermally efficient package
was built to space ready specifications.

3.6 Environmental Considerations
The space environment is not forgiving on components that have to endure high radiation
dosage levels, thermals, shock, and vibration environments. This was taken into consideration
throughout the design with all materials having outgassing levels lower than required by NASA
for spaceflight. All components were chosen to have at the minimum MIL-SPEC temperature
ratings with most being Rad-Hardened if that option was available. With most environmental
analysis NASA-HDBK-7005 [2] and MIL-STD-810O [3] were used throughout the structure.
The PCB has all properties outlined by MIL-1-24768 [4] coupled with the excellent sources of
electrical and mechanical properties found in [5] and [6].

3.7 Complete Housing Structure
The housing is integrated together through an array of 0-80 screws that are placed in strategic
locations for optimal compression throughout the design. The complete housing was designed
with manufacturability in mind. All cuts, bosses, and channels are optimized for tooling to
ensure that high precision alignment can be achieved for every component in the system. Once
the optics have been secured in the chamber, the PCB is placed down with 0-80 button top
screws with TIM on the appropriate components as shown in Figure 12.
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Figure 12: Mounting PCB in Assembly

The laser diode and avalanche photodiodes are now located in their optical chamber
openings. The lid of the optical chamber is then fastened using the optical epoxy and
countersunk 0-80 screws as showcased in Figure 13.
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Figure 13: Attaching Optics Chamber Lids

15

The payload is then completed when the housing lid is tightened down with countersunk 0-80
screws, resulting in the final assembly as displayed in Figure 14.
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Figure 14: Attaching Housing Lid to Complete Payload

The final design results in a quantum photon entanglement transceiver that when used in a dual
setup as shown below in Figure 15, provides robust and reliable QKD across free space.

Figure 15: Dual-Transceiver Units with Photon
Entanglement Beams Displayed
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4. Conclusion
Through this project a payload was designed that adhered to the guidelines set out for a
successful result. An optically isolated structure was conceptualized that allowed for precision
alignment of optics, vibration isolation, distributed compressive force, and low reflectance within
the chamber. The laser diode and avalanche photodiodes were selected for the highest fidelity
solution given the space constraints. The PCB was optimized to fill in the remaining gaps in the
given volume allotment. The electrical design utilized state of the art FPGA circuitry coupled
with the remaining pieces to support the complex photon generation and detection device. All
pieces of the system were comprised of components that can handle the harsh environmental
conditions present in space. Isolation from vibrations and pyroshock was implemented in all
possible places to ensure that no mission places the critical quantum link in harm's way.
Temperature control was implemented with TIM placed on the hottest components and an
integrated heatsink providing a path for radiative heating in space. The completed transceiver
unit was constrained within the initial volume requirements, resulting in one of the most compact
and complete QKD systems that exists. This project concludes in a comprehensive understanding
of quantum-based photon entanglement and the completed development of a quantum
entanglement transceiver for use in space.
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